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Conclusion

We observed that roughly two thirds of all Internet users were
exposed to cybersecurity threats on a monthly basis. As such,
additional security measures designed to protect their online
activities and smart home devices are highly recommended.

Phishing threats have continued to evolve year over year. Due to their
potential to inflict heavy financial damage, they represent some of the
most important threats to detect and block. However, their short-lived
nature makes them difficult to defend against.

Phishing campaigns impersonate a broad section of online businesses
and services, ranging from financial (banking, investment, insurance) to
social media and dating sites. Machine learning-based automated
website analysis mechanisms have proven invaluable in the fight against
these threats, in combination with insights and data from our extensive
deployments across North America and Europe.

We observed many IP Reputation threats targeting devices that store
valuable data. CUJO Al Sentry enhances the security of these
often-misconfigured gadgets by protecting every device on a network.
Because our cybersecurity offerings are augmented with Device
Intelligence, which can accurately identify each and every device on a
network, CUJO Al's solutions can apply additional protective measures
for specific loT devices, analyze malicious activity, and expose suspi-
cious device behavior to network service providers and end-users.

The scale of CUJO Al's deployments gives us a unique view into the
consumer threat landscape, which includes botnet activities, malware,
adware, and phishing campaigns.
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About CUJO Al Sentry

CUJO Al Sentry is a multi-layered machine
learning network security solution that
network service providers can offer their
end-users. It detects and blocks threats
directed at any device connected to the
network, while respecting the privacy of
the customer.

Once deployed on any broadband router,
CUJO Al Sentry requires no additional
software, and secures all computers, phones,
and loT devices in the home. Sentry can also
be deployed on the carrier’s native app to
provide full protection to mobile devices
outside the home network.

Sentry is a proven solution that already
protects tens of millions of homes around
the world.

About CUJO Al

About CUJO Al Labs

CUJO Al Labs is CUJO Al's advanced
research department. It specializes in loT
threat research and network service provider
customer cybersecurity.

Labs researchers use the largest scale
real-world device behaviour database of over
3.1billion anonymized consumer devices to
empower advanced machine learning tech-
nologies that protect tens of millions of
households around the globe.

Every year, CUJO Al Labs publishes in-depth
data-based reports, such as this one, on the
loT ecosystem and cybersecurity.

CUJO Al provides advanced multi-layered cybersecurity and device intelligence as a product for
Internet Service Providers, which allow them to protect end users’ devices and home networks.
Major mobile and broadband providers partner with CUJO Al to offer security as a value-added

service to their clients.

As the only platform of its type deployed to tens of millions of homes and covering over 3 billion
connected devices, CUJO Al offers advanced Al algorithms to help its clients uncover previously
unavailable insights and raise the bar on customer experience & retention with new value proposi-

tions and superior operational services.

Fully compliant with all privacy regulations, CUJO Al services are trusted by the largest broadband
operators worldwide, including Comcast, Charter Communications, EE, Sky UK, Sky Italia, TELUS,

Rogers, Cox, Shaw, and Videotron.
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