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Web3 is a term used to describe “a new iteration of the World 
Wide Web”, based on decentralization and blockchain technolo-
gies. Cryptocurrencies, non-fungible tokens (NFTs), and other 
token-based economies are a major part of the Web3 move-
ment. 

The transaction technologies used in Web3 applications are 
most often irreversible, making them a good environment for 
scammers – once a user is fooled into making a transaction, there 
is very little they can do to get their tokens back. 

There is an entire shadow economy of Web3 scams, where 
scammers can buy or rent everything needed to run a scam. 
CUJO AI Labs have recently published an analysis of one such 
NFT scam as a service that was distributed for free and used to 
scam the scammers themselves, too. 

To get a better idea of how widespread Web3 scams are, we 
analyzed a recent sample of our data that showed at least 0.5% 
(20 out of a sample of 3,500) of new, previously unknown phishing 
threats were related to Web3 scams.  

The CUJO AI Labs team expects Web3 scam num-
bers to grow significantly in the near future, as the 
number of Web3 scam websites discovered daily 
is slowly growing, according to our data. 
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“
Kimmo Kasslin

VP of Research Laboratories
CUJO AI

https://cujo.com/nft-scam-as-a-service-a-scam/
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The cybersecurity landscape is extremely complex and has a lot of 
depth. This year’s report looks at it through the lens of device types 
and models to provide a new way of approaching the problem, as 
some device types clearly face more threats due to their value, ac-
cessibility or known vulnerabilities.  

There are some outlines we can draw between unattended (mostly IoT) and 
attended devices (smartphones and computers): the latter face growing 
phishing threats, while background devices can be targeted en-masse by 
botnet malware. 

While attended device security depends on the user’s behavior, unattended 
device security depends on vendors and device configurations, as well as 
the time users spend finetuning the security of their devices. In any case, 
such devices get bombarded by automated scanners and exploitation 
services constantly.

There is a growing need for security regulation in the connected device 
space, but it should be noted that no regulation can bridge the gap between 
when a vulnerability is discovered, and an update is installed. In some cases, 
we do not expect end-users to update their devices due to technical 
difficulties, poor notification practices, buggy patches or lack of time and 
priority.  

As evidenced by our data, an average household is threatened every other 
day. While the number of connected devices continues to grow, we expect 
IoT security to become an even greater issue. While more consumers should 
install and use security software on attended devices, they also increasingly 
need protection for other connected devices on their networks. Perimeter 
protection with CUJO AI Sentry can help network service providers protect 
their end-user networks. 
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Conclusion 

To access more reports and research by CUJO AI Labs, visit our blog and the ISP security hub.

https://cujo.com/isp-security/


CUJO AI Sentry is a multi-layered machine learning network security solution 
that network service providers can offer to their end-users. It detects and 
blocks threats directed at any device connected to the network, while 
respecting the privacy of the end-users. 

Once deployed on any broadband router, CUJO AI Sentry requires no addi-
tional software to secure any and all computers, phones or IoT devices in the 
home. Sentry can also be deployed on the carrier’s native app to provide full 
protection to mobile devices outside the home network. 

Sentry is a proven solution that already protects tens of millions of homes 
around the world.  

41

Cybersecurity Report 2023: Consumer Devices Under Threat 

Copyright © 2022 CUJO LLC

CUJO AI Sentry 

On The Move is a versatile SDK for Android and iOS devices that extends 
CUJO AI Digital Life Protection services outside the home network. With On 
The Move network service providers can give end-users the same peace of 
mind and proactive security wherever they go online. 

CUJO AI On The Move 

CUJO AI Explorer is a stand-alone device intelligence solution for network 
service providers, which uses machine learning to identify device types, 
manufacturers, models, OS versions, and hardware capabilities. The largest 
network service providers in the world use Explorer to future-proof and opti-
mize their core services and networks. 

CUJO AI Explorer 

https://cujo.com/device-intelligence-explorer/
https://cujo.com/sentry/
https://cujo.com/on-the-move/
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About CUJO AI Labs

CUJO AI Labs is an advanced research department of CUJO AI specializing in IoT threat research and 
NSP customer cybersecurity. Labs researchers use the largest scale real-world device behavior data-
base of over 1 billion anonymized consumer devices to empower advanced machine learning technolo-
gies that protect tens of millions of households around the globe. Every year, CUJO AI Labs publishes 
in-depth data-based reports, such as this one, on the IoT ecosystem and cybersecurity.  

About CUJO AI 

CUJO AI provides advanced multilayered cybersecurity and device intelligence as a product for Inter-
net Service Providers, which allow them to protect end users’ devices and home networks.  

Major mobile and broadband providers partner with CUJO AI to offer security as a value-added service 
to their clients.  

As the only platform of its type deployed to in tens of millions of homes and covering almost 2 billion 
connected devices, CUJO AI offers advanced AI algorithms to help its clients uncover previously 
unavailable insights and raise the bar on customer experience & retention with new value propositions 
and superior operational services.  

Fully compliant with all privacy regulations, CUJO AI services are trusted by the largest broadband 
operators worldwide, including Comcast, Charter Communications, TELUS, Sky Italia, Rogers, Cox, 
Shaw, and Videotron. 
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