


https://cujo.com/resources/connected-device-report-2021/




https://cujo.com/multi-layer-cybersecurity-how-we-improve-telco-client-security/


https://cujo.com/device-statistics/






https://cujo.com/connected-consumer-device-statistics-in-north-america-2021-2022/
https://cujo.com/resources/connected-device-report-2021/
https://cujo.com/resources/connected-device-report-2021/
https://cujo.com/device-statistics/


































































Thermostats

A key feature of the smart home, the connected thermostat has been one 
of the few smart devices to decline in relative popularity last year. 

Google’s Nest thermostats are some of the most popular, holding over 60% 
of the smart thermostat market, with Honeywell (7%) and ecobee (11%) also 
having notable presence. 
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THERMOSTAT POPULARITY
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In the Garage: 
Connected Cars Gaining Speed

In the garage, more and more automobiles are arriving with connectivity. Throughout the year, connected 
cars have gained around 25% more popularity in relation to other connected devices.

42

The Device Landscape: Analysis of 1.7 Billion Connected Consumer Devices in North America

Two brands continue to dominate in North America: Ford and Tesla. The Android-based ATOTO car multi-
media systems are also quite popular, likely used to upgrade older cars. 

POPULAR DEVICES

CONNECTED CARS
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The competition between Ford and Tesla is quite volatile, with both sharing the top position throughout the 
year. Tesla’s delivery schedules might have a bit of an impact on the exact months when more of the manu-
facturer’s vehicles go online. Chevrolet has had a slight upward trend in popularity.

Smart cars are undergoing an interesting evolution. We may soon 
see new cars with discounts offered for sharing telemetry data 
(speed, acceleration, location). Some carmakers already offer 
software-only updates and features. 

While it is not clear if we'll see seat heating offered as a subscription 
soon, some manufacturers are already releasing automobiles that 
can be blocked remotely, e.g., for not making a loan payment on time. 
Like any other connected system, such things can be hacked and 
abused by malicious actors.

“
Zoltán Balázs

Head of Vulnerability 
Research Lab
CUJO AI

MOST POPULAR CONNECTED CAR BRANDS

as percentages of all new connected cars every month

45%

40%

35%

30%

25%

20%

15%

10%

5%

0%

Apr 21 May 21 Jun 21 Jul 21 Aug 21 Sept 21 Oct 21 Nov 21 Dec 21 Jan 22 Feb 22 Mar 22

ChevroletTesla Ford Honda Subaru GMC

Copyright © 2022 CUJO LLC







Home Safety, Audio, and 
Printers Declining in 
Popularity?
Several device categories related to safety show downward trends, namely alarm systems, smoke detec-
tors and smart doors/locks. 
 

46

The Device Landscape: Analysis of 1.7 Billion Connected Consumer Devices in North America

as percentages of all new connected devices every month

POPULARITY OF SMOKE DETECTORS AND SMART DOORS/LOCKS
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as percentages of all new connected devices every month

POPULARITY OF ALARM SYSTEMS
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Some home entertainment devices, such as set-top boxes and wireless audio devices, are also declining 
in popularity. 
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as percentages of all new connected devices every month

POPULARITY OF WIRELESS AUDIO DEVICES
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as percentages of all new connected devices every month

POPULARITY OF SET-TOP BOXES
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Printers have remained a staple device, with over 1% of all newly connected devices every month. Never-
theless, they are declining in popularity and are bound to become more niche with time. 
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as percentages of all new connected devices every month

PRINTER POPULARITY 
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Increasing Complexity of 
the Home Wi-Fi Network

Daily Volume of Wi-Fi Data Consumption per Home

For the regions covered here, we see that the North American 
market is leading on daily Wi-Fi consumption, with an average of 14.6 
GB downloaded per home per day, which is more than 26% highert-
han in Europe (11.5 GB/day), with selected markets in Asia averaging 
at just over 12 GB per day.
 

Considering both the variety of connected devices in an average 
home and the volume of data being transferred, we can see that the 
pressures on today's home Wi-Fi networks call for a systematic and 
high-performance management system to optimize the experience 
for all users and all devices.
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GB data per home per day

AVERAGE VOLUME IN GB OF Wi-Fi DATA CONSUMPTION PER DAY PER HOME 
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Wi-Fi Technology Mix

Over time, we see an increasing complexity and range of the Wi-Fi technology of our connected devices.  
This snapshot of the European and North American markets shows that despite being introduced back in 
2008, devices of the Wi-Fi 4 technology standard still represent over 35% of all connected devices in North 
America and 28% in Europe and there is a small percentage of even older legacy devices!  The more recent 
generation devices (Wi-Fi 5, Wi-Fi 6/6E) and soon the latest standard (Wi-Fi 7) all have to connect to the 
same home Wi-Fi network as legacy devices–often printers, baby monitors and other devices that are not 
replaced as often as mobile phones or laptops–despite having very different capabilities. Managing this 
complexity is one of the key challenges for service providers and requires a robust cloud-based mecha-
nism to ensure all devices get their fair share of Wi-Fi airtime.
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EVOLUTION IN Wi-Fi TECHNOLOGY MIX FOR DEVICES IN NORTH AMERICA
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Wi-Fi TECHNOLOGY MIX FOR DEVICES IN EUROPE TODAY 

The dependency on home connectivity has accelerated over the past 
two years and shows no signs of slowing. As our usage habits evolve 
(even more streaming, VR/AR, online gaming) and more devices connect, 
our home networks become highly complex environments that require 
careful management.

“
Nicolas Fortineau 
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Conclusion

The connected device ecosystem is an ever-evolving space, with some 
devices gaining and losing popularity over time. This is evidenced by the 
relative increase of some entertainment systems (game consoles) and the 
decrease of others (wireless audio systems and set-top boxes).

As new combinations of connected devices and their use cases appear, there might be unforeseen risks 
and challenges for consumers and telecommunications operators to adapt.  

This year’s report showcased the importance of the holiday season for determining the outlook for the 
following year’s device ecosystem, and we see that some parts of the IoT ecosystem have been gaining 
ground for several consecutive years. 

Our previous device intelligence report has also showcased the need to be prepared for unforeseen 
events. Global events and trends impact connected households, as energy management and smart energy 
consumption devices gain a foothold in more homes.  

Quite significantly, even though IoT devices such as smart robots and kitchen appliances are increasingly 
popular, the smart home automation systems are still encountered less often and are likely seen by 
consumers as challenging to use or manage. This might be a key area for network service operators to focus 
on, as IoT vendors offer fragmented, cloud-based options for device management. 
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About CUJO AI Labs

CUJO AI Labs is an advanced research department of CUJO AI specializing in IoT threat 
research and NSP customer cybersecurity. Labs researchers use the largest scale real-world 
device behavior database of over 1 billion anonymized consumer devices to empower 
advanced machine learning technologies that protect tens of millions of households around 
the globe. Every year, CUJO AI Labs publishes in-depth data-based reports, such as this one, 
on the IoT ecosystem and cybersecurity.  

About CUJO AI 

CUJO AI provides advanced multilayered cybersecurity and network intelligence solutions for 
Internet service providers, which allows them to protect end users' devices and home 
networks. Major mobile and broadband providers partner with CUJO AI to offer security as a 
core service to their clients. Thanks to a unified approach that encompasses AI algorithms and 
an unmatched scale of its database, the company’s products have a proven positive impact on 
their partner telecom revenue streams and customer retention. As the only comparative plat-
form deployed to monitor over 1 billion devices, CUJO AI offers the most advanced AI algo-
rithms to help its clients uncover previously unavailable insights about devices on their 
networks. Data processed by these algorithms is in full compliance with all privacy regulations.  

https://cujo.com/
connect@cujo.com
press@cujo.com



